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C&W Vulnerability ’
Assessment

On-demand vulnerability analysis solution that helps you identify potentially

risky situations and manage vulnerabilities, while allowing you to generate
unlimited reports.

C&W Vulnerability Assessment is a service in the Cloud provided through a web-based
vulnerability management and collaboration platform that has been designed to identify and
analyze the security level and existing vulnerabilities. This platform provides an abstraction
layer for the complexity of performing vulnerability analysis, understanding the results, and
following up on them.

C&W Vulnerability Assessment allows for assessing not only the organization’s perimeter
security (systems exposed to the Internet), but also hundreds of internal systems, including
routers, switches, Windows, Mac, and Linux servers in a short time to remediate
vulnerabilities and prevent security incidents.

C&W Vulnerability Assessment allows your organization to generate an action plan and take
the appropriate measures regarding the remediation of vulnerabilities to prevent security
incidents.




External Vulnerability Assessment Internal Vulnerability Assessment

Vulnerability MM . .. ... Vulnerability MM .« . oo
Assessment - ° Assessment °
App App
A NOC | CSC | SOC NOC | CSC | SOC
' Customer
- Infrastructure
. | . 1
Scanning EEE C&W VDOM scanning  Eqa------- NN C&W VDOM
Server [ | Server 3 @
i A
C&W C&W
Data Center Data Center
C&W C&W
Internet Internet
Custqmer CRW Virtual / Custqmer
Premise Managed UTM Premise
C&W Managed LAN C&W Managed LAN
Scanning
Dﬁ Q Server Q
.
- aih S
Local Application Local
Users Servers Users
References:  NOC: C&W Network Operation Center
CSC: C&W Customer Service Center 1. Management traffic 3. Scanning traffic in C&W'’s Data Center
SOC: C&W Security Operation Center 2. Control traffic 4. Scanning traffic in the client’s premises
Services

Evaluation of internal and external systems:

* Unlimited analysis of vulnerabilities.

* Assessment of both external and internal risks before they reach their target.
e |dentification of incorrect configurations in applications and systems.

* Assessment of the level of security in information systems.

Benefits

® Rapid identification of vulnerabilities through a full scanning in ® Scalable service that meets your corporate needs.
just minutes. ® Low Total Cost of Ownership (TCO).

® You can scan your work stations or send a link in an email to ® Modular solution with Internal and External Endpoint scanning.
the work stations to be analyzed. ® Compliance with Regulations (PCI).

® Powerful reports module. ® Management portal in the Cloud.

® Reports in HTML and PDF format with dynamic graphs.

Questions we have to answer

Do you need to report risks to your shareholders?

Do you need to find a way to prioritize your most critical vulnerabilities?

Are you seeking to identify risks and obtain full visibility of them in just minutes?

Has your sensitive and critical information been stolen?

What would be the legal and financial consequences of your organization’s sensitive information being exposed to third parties?
Have you been a victim of an attack? Are you sure?
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